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Objectives

•Listen to the Noise

•Incident Response Plan

•Intelligence

•PIO

•Mitigation


www.arrudagroup.com

http://www.arrudagroup.com


     Overview
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Scope

Approximately 2 hour instructor facilitated//
discussion based event


Purpose


Discuss the importance of threat intelligence, 
coordination, collaboration, information sharing, 
cyber insurance, Incident Response Planning, and 
response capabilities to a significant Cyber incident.
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      Rules of Engagement
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 Participant Roles and Responsibilities

A cyber incident has occurred, each table is provided with 
different Inject, Resource, and Incident Response Plan cards. 
These cards will change the direction of the discussion. Each 
table will elect a spokesman and a note-taker. The 
spokesman will present to the group and the note-taker will 
memorialize decisions.


The facilitator is responsible for explaining the scope and 
purpose of this exercise, providing situational updates, 
moderating discussions, resolving questions as they arise, 
and act as the FBI where appropriate in the exercise.
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      Exercise Guidelines
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-The exercise is designed to elicit differing viewpoints. 


-Respond as you would in a real situation, your 
response may lead to a change in your Incident 
Response Plan (IRP).


-There is no hidden agenda, the purpose is to highlight 
the importance of having an IRP.


-The scenario was developed by the facilitator.


-Assumptions are necessary due to time constraints.       
Please do not get caught up in the artificialities. 
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       Spear Phish E-mail 
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      Credential Harvesting
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   Security Event vs. Incident

EVENT:  Observable occurrence in your 
infrastructure


INCIDENT:  An event that specifically 
affects an organization’s security // triggers 
Incident Response Plan
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Incident Response Plan
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“…an approved organizational procedure that directs 
coordinated response to cyberattacks. The incident response 
plan provides specific guidance for each and every role and 
action, with the goal of identification, containment, eradication, 
recovery, and lessons learned from the cyber attack.”


Incident Response 

Stacy Arruda
Arruda Group
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      Incident Response Plan
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6 Distinct Stages

 Stage 1 – Event Trigger

 Stage 2 – Communication

 Stage 3 – Escalation

 Stage 4 – Investigation

 Stage 5 – The Three R’s

 Stage 6 – Post-Mortem 

**Note these stages are often engaged out of order depending on the incident
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      Stage 1 - Event Trigger
  Security Incident


  
    -Manual 

   -Automatic 
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       Non-Technical
INCIDENT Classification


Non-Technical

§  Loss of backup media

§  Discovered poor password control

§  Equipment vandalism or theft

§  Office break-in 

§  Unauthorized use of resources 

§  Fraudulent use of resources 

§  Violation of security policy

§  Copyright infringement
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     Technical
 INCIDENT Classification


Technical

§  Distributed Denial of Service (DDoS)

§ Information Gathering (port scans, social engineering,             

phishing, etc.)

§  Malicious code outbreak (Ransomware)

§ Suspected intentional, subversive actions that preempt    

or degrade performance of a system 

§ Unauthorized alteration of a file or other uncontrolled 

system changes

§  Unauthorized access to a system

§  Repeated failed attempts to gain access to a system 

§  Unauthorized interception/monitoring of network
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NEW SPEAR PHISHING CAMPAIGN TARGETING STATE 
AND LOCAL GOVERNMENT


Subject line related to Human Resource Documents or 
invoicing
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Resource Card
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Day 11
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Your vendor’s employees receive an e-mail 
purportedly from the benefits department requesting 
they update their beneficiaries. Attached to the 
email is a document for the recipients to review and 
update. Some users report the e-mail as suspicious, 
while others open the e-mail and submit the form.
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Discussion
— Does your organization have a formalized                                 
Cybersecurity Awareness Program?


a. What does the training cover?


b. Is training required to access the network?


c. How often are employees required to complete 
the training?


— What about third-party vendors with access to your 
network, do you require/offer training?


— Has your organization conducted a cyber risk 
assessment to identify organization-specific threats, 
vulnerabilities, critical assets, and data?
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Day 16
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Your Accounting Department receives an e-mail 
from a vendor regarding an invoice for this month’s 
expenses.  The employee views the e-mail and 
attempts to open the attachment. It appears to be 
blank.
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Discussion
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— How do employees report suspected phishing 
attempts?


a. Is there a formal policy?


b. What actions does your organization take when 
suspicious emails are reported?


— Would any of the activity described in the last few 
slides be identified as a cyber incident or event? If so, 
how should it be handled? 
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Inject Card
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Day 32

Several employees cal l the IT help desk 
complaining about sluggish machines. IT works to 
resolve the issue, most users are instructed to 
restart their machines.
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Day 37

Several employees contact IT complaining their 
machines are frozen or unresponsive, others have 
advised they can not access network resources and  
shared drives. IT begins investigating these issues.
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Day 38

Ransomware images appear on numerous users’ 
computers, they also appear to be locked. The 
message on the computer screens states, “all files 
are encrypted” and demands payment of 45 
Bitcoin for the decryption key. The message warns 
the key will expire in 48 hours.
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Inject Card
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Day 39

The Local news contacts your Agency’s PIO and 
inquires about reports of a potential ransomware 
attack. Additional media calls are received 
requesting comments on the ransomware incident. 
The media is not going away, there is increased 
interest on Social Media.
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   IRP Activation    

-Day 32 Sluggish machines


-Day 37 Frozen machines


-Day 38 Ransomware notification


-Day 39 Media attention 
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IRP Card
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    Day 40 - 8:00am

Brian Krebs contacts your agency’s PIO and 
advises employee PII is advertised for sale 
on the Dark Web. 
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     Day 40 - Noon

Emergency response facilities are impacted 
by the Ransomware attack, and are currently 
relying on manual backup.
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Day 41

The deadline for the ransom payment has 
passed, the workstations are still locked. 
Several employees advised they have not 
received their direct deposits for the current 
pay period, despite receiving notifications they 
were paid.
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       Day 41 - 6:00pm

The Local News reports your vendor 
was victimized by a Ransomware 
attack.
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    PIO Discussion
    —How would your agency respond to the news inquiries 

and the public’s comments on social media?

a.     Have pre-scripted messages have been developed 

for cyber incidents?

b.     What training does your communications personnel 

receive on cyber terminology?

c.     How would public messaging be coordinated and 

disseminated during a cyber incident impacting the 
agency?


d.     How would your agency work to maintain the 
public’s confidence and trust during these incidents? 


e.     What are your additional public affairs concerns? 
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       Day 45

An ICS, at the water treatment facility, was 
accessed remotely from an IP address 
originating in Russia. System logs are being 
reviewed to determine if any unauthorized 
actions were taken. 
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       What Do We Know
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Vendor Compromise

• Spear Phish E-mail

• Ransomware Attack


Network Noise Compromise

• Credential Harvesting Attack

• Unauthorized Access Water ICS


• Spear Phish E-mail from Vendor

• Ransomware Attack

• PII Exfiltrated

• Business Email Compromise
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Hot Wash
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      Additional Discussion
How have IT specific plans been coordinated with 

other planning efforts such as an Emergency 
Operations Plan or Continuity of Operations Plan?


   — Do you employ MFA?

   — What processes do you have in place when an     

employee is terminated or resigns?  

a.     What additional processes are implemented if 

the employee’s termination is contentious? 

b.     How do you retrieve all information 

technology-related property?

  — Are IT and business continuity functions 

coordinated with physical security?

  — Do you have a physical security component?
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Training

• Best ROI

• Change Behavior

• Security Focused Culture

• Reinforce w/ Technology

• Employees Understand Why
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         Cybersecurity Awareness Program

• Weekly Micro-lessons


• Intelligence Reporting


• TTX


• Live Virtual Training


• Self-paced Online Classes


• Customized In-Person Training
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www.arrudagroup.com

http://www.arrudagroup.com


                     - Cybersecurity Awareness Planning

                       - Social Media: Cyber Crime Incubator


                - Building a Security-Conscious Org  

                       - Annual Cybersecurity Awareness                         

                       - Social Media Vulnerability Assessment

                       - Cyber Tabletop Exercises

                       - Incident Response Planning 


813.382.0859

info@arrudagroup.com
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